Install Checkpoint Firewall on EVE-NG:

Open WinSCP, once you connected to WinSCP type the IP address of EVE-NG in host name
choose the File Protocol: SFTP, Port number: 22, Username: root and Password: eve.
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The column on the left represent file on local machine and the column on the right represent

files and folder on remote machine.
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Go to the path opt->unetlab->addons->qgemu on the remote machine.
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Create a directory under /opt/unetlab/addons/gemu/ using the name: cpsg-R80-40 copy the
file downloaded file to cpsg-R80-40 folder.
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Upload the downloaded Check _Point_R80.40_T294.iso image to the EVE NG
/opt/unetlab/addons/gemu/cpsg-R80-40 folder

fopt/unetlab/addons/gemu/cpsg-R80-40/

Mame Size Changed
. 11/21/2021 10:59:07 PM
| Check_Point_R80.40_T294.is0 4,439,360.. 11/19/2021 9:09:01 AM

Rename original Check_Point_R80.40_T294.iso ISO image to cdrom.iso:
/fopt/unetlab/addons/gemu/cpsg-R80-40/

Mame Size Changed Rights Owner
. 11/21/2021 10:59:07 PM MWX-Xr-X% root
Jécdrom.is 4439 360.. 11/19/2021 9:09:01 AM rw-r--r-- root

Create HDD drive for new Checkpoint image:
cd /opt/unetlab/addons/qgemu/ cpsg-R80-40/

@ root@eve-ng: /opt/unetlab/addons/gemu/cpsg-R80-40

—ng pt/unetl




ADD A NEW NODE

Template

CheckPoint Security Gateway VE v

Number of nodes to add Image

1 2] cpsg-R80-40 v

Name/prefix

cP

lcon

B Checkpoint.png -

uuID

CPU Limit D

CPU RAM (MB) Ethernets

4 8192 4

When you are adding node on topology, set the VNC console for new image. VNC console is
required to complete installation from ISO. Later can use telnet console to the node.

Console

VnC 7
Left Top

386 187

- .




Create new lab add your newly created Checkpoint image, connect it to Cloud0 network.

H

|
o MGMT-PC
mCP

Follow installation steps on checkpoint console and complete Checkpoint installation,
shutdown the Checkpoint image.

@ aemu (cp)y — 0 X
eNBCE OO | |

lelcome to Check FPoint Gaia RBO. 4G

Install Gaia on this system
Do not install Gaia. Boot from local drive

Install Gaia on a system listed in sk?7660

Press [Tabl to) edit options

Check Point Gaia R86.48

Thiz process will install the Check Point Gaia R88.48
operating system and associated applications.

Do you wish to proceed with the installation?

Machine Info




Check Point Gaia R86.48

Keyboard Selection
Which keyboard type is attached
to this computer?

Check Point Gaia R86.48

Partitions Configuration
Your disk size is 79 GB.
Disk space will be assigned as follows:
System-swap (GB) 18:
System-root (GB) 18

Logs (GB) 18
Backup and upgrade (GB) 41 51

[ wew

B Check Point Gaia R88.48

Account Configuration
Choose a password for the "admin" account.

Password: ssssesssxstxs Strong
Confirm:




Check Point Gaia R86.48

Management Fort

You have multiple network ports on this
system. Choose the port you would like
to use for managing the system.

ethB [link upl

[ 1 Blink selected port

Recheck Link

Check Point Gaia RB8.48

Management Interface (ethB)

IP address: 192.168.114.58__
Netmask: £55.255.255.8_
Default gateway: 192.168.114.2_

[ 1 DHCP =server on this interface

Check Point Gaia R86.48

Confirmation

The next stage of the installation process
will format all your hard drives.

fire you sure you want to continue?




Check Point Gaia R86.48

Copying Files

Check Point Software Blades...

91

Check Point Gaia R86.48

Installation complete
Installation is complete.

To complete the first time configuration of the system, login from
console or connect using a browser to “"https:-/-192.168.114.58".

From the EVE CLI, locate the installed image and commit your changes to be used as default for
further use in EVE-NG:
cd /opt/unetlab/tmp/0/9164d4f9-da2b-40b7-915b-5ddee1959fb5/1/

Remove cdrom.iso from /opt/unetlab/addons/qemu/cpsg-R80-40/
cd /opt/unetlab/addons/qgemu/cpsg-R80-40/
rm -f cdrom.iso
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