
 

Install Checkpoint Firewall on VMware Workstation: 
 
First download Gaia on the link below: 
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiond
etails=&solutionid=sk160736 
 
Choose the option: Security Gateway>Standalone>Security Management>Clean Install. 

 
 
Now open VMware Workstation, click on the” New Virtual Machine…” 

 
 
Select the Typical (recommended) option and click the Next. 

 



 

 
Then provide the Gaia Image iso file location 

 
 
Guest Operating System select the” Linux” and in version Select” Other Linux 2.6x kernel 64-bit” 
option. 

 



 

Now Give the Name of your virtual Machine such as Checkpoint and location where to save in 
your system then Click on Next. 

 
 
Assign disk size and choose store virtual disk as a single file and then Click on Next.  

 



 

Click on Customize Hardware…. Or just click finish to customize the Hardware. 

 
 
Customize the memory, processors and add interfaces.  

 
 
 
 



 

Click on Power on this virtual machine to start the checkpoint firewall installation.  

 
 
It will prompt you Gaia installation wizard, Stop the boot process by typing any key and select 
Install Gaia on this system. 

 
 
Now it will prompt you Welcome screen, click on the OK to start the installation.  

 
 
 



 

Choose your keyboard language, in this case US and click OK. 

 
 
It will prompt you partition configuration, leave it all default and enter on OK. 

 
 
 
 
 
 
 
 
 



 

Now choose the password for admin account in this case I set Admin@12345 click OK. 

 
 
Choose which interface will be the Management Port (I'll choose eth0) 

 
 
 
 
 
 
 
 
 



 

It will ask you for management interface IP-address and default gateway. 

 
 
Proceed with the installation by clicking the OK button. 

 
 
Package Installation started to copy files. 

 
 
 
 



 

Once it finishes we'll reboot the machine. After completion of installation, it will give URL path 
for the first-time installation. 

 
 
Now open your browser and navigate to https://your_gaia_ipaddress and accept the certificate 
error warning and enter your credentials here. 

 
 

 
 
 
 



 

Then you will get Login Screen of Checkpoint Firewall. Now you can Login with your User Name 
and Password which you have assign to your firewall. 

 
 
Now it will prompt you, First-time configuration wizard. Click on the next to start your 
configuration. 

 
 
 



 

Deployment Options choose Setup Continue with R80.40 configurations and click Next. 

 
 
Now configure Network Connection of eth0 (Management Interface), and then Click on Next. 

 



 

 
 
Now provide the Host name, Domain name and Primary DNS address here. 

 
 



 

Now on the Next Screen Select your Time and set Time and date then Click on Next. 

 
 
Now here you have to choose the installation type, Select the Security gateway or Security 
management option here. 

 



 

As we doing Standalone deployment. Now on Product Wizard Select Security Gateway and 
Security Management check box to install both in same machine. Then click on Next. 

 
 
Now on the Security Management Administrator Wizard, Put User name and password for your 
Security management. Then click on Next. 

 



 

Now on the Security Management GUI Clients wizard, now give GUI access control to Client 
from smart Dashboard, Give any, Specific Machine, Network or Range of IP address. In my case 
Select any IP Address radio button. Then Click on Next. 

 
 

 



 

Click on Finish button. Then you will see installation process going on wait until completion. 
After complete it will ask to reboot your firewall then click on Yes. 

 
 
 

 
 
 
 
 
 
 
 
 



 

Now again Access Checkpoint firewall from your browser with Management IP Address   
(https://192.168.100.50). Then put User name and password then Login. 

 
 
Now we successfully Install and Configured Checkpoint Firewall Security Gateway. Now we are 
on Security Gateway Dashboard. 

 
 



 

Now download the Smart Console software from the dashboard. 

 
 
Install the Smart Console software on your PC. 

 
 

 
 
 



 

 
 

 
 
Now you are able to manage your checkpoint GAIA firewall with Smart Dashboard. 
 
 
 
 
 
 
 



 

Type the username, password and IP address of Checkpoint firewall click on Login. 

 
 
Click on Proceed to connect to Checkpoint Firewall Gateway.  
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