Add Security Gateway:

From the navigation toolbar, select Gateways & Servers. Click New, and select Gateway.

Columns: @ General v N & Scripts [} Actions » Monitor ¢
== I Gateway... I
=2 Status Name IP Versi... Activ CPU Usa... Recommended
AT Clust
o ErvERe (] € SMS 192.168.114.100 R80.40 w g pster 'm 4% N/A
VSX »
More »

Create the Check Point Security Gateway using:

Jpen server

‘ Wizard Classic

The Check Point Gateway properties window opens and shows the General Properties screen.
Enter the host Name in this case SG Select Gateway platform in this case Open Server and the
IPv4 Address finally, Click Next.

Check Point Gateway Installation Wizard ? X

# General Properties
ﬁ} Specify the Gateway name, platform and IP address.

» General Properties Gateway name: I|SG I ﬁ
Gateway platform: | Open server w7 I
(=" T
Gateway IP address:
(@ Static IP address: L——i
IPv4: | | 192 . 168 . 114 . 50 Resolve from Name = m
IPv6: | | -
(O Dynamic IP address (e.g. assigned by DHCP server) ‘m
eass o
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The Trusted Communication window opens. Enter and confirm the One-time password in this

case Admin@12345. Initialize trusted communication now to establish trusted communication

with the gateway Click Next to continue.

Check Point Gateway Installation Wizard 7 x

@@ Secure Internal Communication Initialization

Initializing the Secure Internal Communication.

* General Properties (@) Initiate trusted communication now.
* Trusted Communication Enter an one-time password that will be used to initialize the Secure

Internal Communication between the gateway SG and the Security
Mananemant Sarver

This one-time password must be the same one-time password you entered
in the 'Secure Internal Communication' tab when you installed and
confiaured the Check Point software on the aatewav 5G.

Gateway's Name: |SG ‘
One-time password: sssssssssss ‘

Trust State: |Umnitia|ized ‘

(O Skip and initiate trusted communication later

153 Chesk Point

| < Back | | Next > | | Cancel |

The Get Topology Results window that opens, shows interfaces successfully configured on the
gateway. Click Close.

Check Point Gateway Installation Wizard

~
X

@@ Secure Internal Communication Initialization

Initializing the Secure Inte
Get Topology Results

* General Prupemes_ . The topology was retrieved successfully.
* Trusted Communication The following table shows every interface found for the given machine.
Metworks (or a group ofthem) thatreside behind each interface are also shown here.
Name IPv4 Address IPV4 Netmask IPv6 Address Direction
O~ eth2 192.168.1.1 255.255.255.0 N/A Internal (Thi
O~ eth3 192.168.2.1 255.255.255.0 N/A Internal (Thi
O~ ethl 192.168.114.50 255.255.255.0 N/A Internal (Thi
O~ ethl 172.29.1291 255.255.255.0 N/A External
< >
Legend
B Newobjectwas created. G
W Existing objectwas used.
Igl Check Point’

| <Back | | MNext > | | Cancel |




In final End Configuration Summary click Edit Gateway properties for further configuration.

Click Finish to closed.
Check Point Gateway Installation Wizard ? *

# Installation Wizard Completion

The Gateway's installation wizard has completed.

* General Properties Configuration Summary

® Trusted Communication Gateway's Name: SG

* End IPv4: 192.168.114.50
Platform- Open server
SIC: Trust established
NAT: Disabled
Active Blades: Firewall and NAT

Edit Gateway properties for further configuration

& CheckPoint gl
N
‘ <Back | | Finish | | Cancel |

In General Properties in Network Security enable Monitoring Blade can change color as well.

Properties

W -on
[H-Metwork Management Machine
B NAT Name: |SG ‘ color:  |M Pink ~ |
- HTTPS Inspection
HTTP/HTTPS Praxy IPv4 Address: | 192.168.114.50 ‘ Resolve from Name [Toynamic Address
[H-1CAP Server PvE Adcress: | ‘
- Platform Portal v ress:
- Mail Transfer Agent Comment: |
- Monitoring Software £
t-Logs Secure Internal Communication: | Trust established | Communication...
- Fetch Policy
O_ptImIZEtIOI']S platform
- Hit Count
[+ Other Hardware: |Open Server S | Version: |R80.40 b | Qs: |Gaia hed | | Get ‘
Network Security (2) | Threat Prevention (0) Management (0)
Access Control: Advanced Networking & Clustering:
Firewall @ Dynamic Routing
[ ]IPSecvPN O SecureXl
Folicy Server D QoS
DMobiIe AcCCess
DAppI\cat\on Contral Other:
[]URL Filtering [ bata Loss Prevention
[ identity dwsareness [JAnti-Spam & Email Security
[ Cartent Awareness
Activate Blades...
O Monitoring
Show a complete picture of network and security performance, enabling
fast response to changes in traffic patterns or security events.
< >

oK | | Cancel




- General Properties

& MNetwork Management
[[ e-naT

- HTTPS Inspection

- HTTP/HTTPS Proxy
[+-ICAP Server

- Platform Portal

- Mail Transfer Agent

- Monitoring Software £
[H-Logs

- Fetch Policy

- Optimizations

- Hit Count

[+ Other

o y

Hide internal networks behind the Gateway's external IP

Finally, Security Gateway has been added to Security Management Server green tick mark.

& Saipts » 4 Actions €5 Monitor  Q Search...

Status Name - Hardware CPU Usa... Recommended Updat...

&3 5G 192.168.114.50  R80.40 Open server a N/A
Pﬁ SMS  192.168.114.100 R80.40 iy Open server a 4% N/A N/A

Summary Tasks Errors

Install Policy to push the configuration and setting to Security Gateway SG from SMS.

Install Policy

L.' Standard

« [N Access Control Changes data is not available

v LlF, Threat Prevention

(v] SG
IP: 192.168.114.50| | Version: R80.40

© View changes @ Policy Targets...

Install Mode A

* |Install on each selected gateway independently
+| For gateway clusters, if installation on a cluster member fails, do not install on that cluster.
Install on all selected gateways. If installation on a gateway fails, do not install on all gateways of the same version. @

Install Cancel
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